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Write up        The Department of Electronics and Communication 

Engineering organized an Expert Lecture on "The Cybersecurity 

Industry Challenge" on May 28th, 2025. The session was delivered 

by Dr. Vishal Saraswat, Head of Research and Innovation at Bosch. 

The session explored the contrasting perspectives and real-world 

challenges faced in the cybersecurity domain by comparing 

academic, industry, and practical (real-life) approaches. 

Key Highlights of the Lecture 

1. Academia vs Industry vs Reality in Security: Academia often 

focuses on idealistic, theoretical security models. Industry 

balances performance, delivery deadlines, and cost.  Reality 

introduces human behavior, unpredictable usage patterns, 

and practical limitations. 

2. Cryptography vs IT Security vs Life Security: Cryptography 

ensures confidentiality, integrity, and non-repudiation. IT 

Security builds on it with availability and implementation 

focus. Life Security draws parallels from human behaviour-

like how children recognize parents, understand messages, 

and detect threats intuitively. 

3. Real-Life Analogies for Security Concepts: Authentication: 

A child identifying a parent. Integrity: A child recognizing a 

broken toy.  Availability: Whether a toy is accessible or 

missing. Authorization: A child accepting or rejecting 

strangers. Data Authentication: A child recognizing a voice 

on a call. Non-repudiation: A child denying breaking 

something. Confidentiality: Hiding a secret from one parent. 

4. Aspects of Security: Functional Security: Involves tools like 

passwords, encryption, and user roles. Non-functional 

Security: Includes secure coding practices and side-channel 



resistance. Multi-faceted Security: Combines technical, 

organizational, and procedural measures. 

        The session was insightful and highly engaging, attended by 

89 students of the 6th semester. It gave a holistic understanding of 

cybersecurity, going beyond textbooks to cover industry trends and 

human elements. Dr. Saraswat's real-life analogies and comparison 

across academia, industry, and practical domains helped students 

visualize complex cybersecurity challenges more clearly. The 

session also encouraged students to think critically about the 

evolving cybersecurity landscape and its career opportunities. 
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