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Write up The Department of Electronics and Communication Engineering organized an

expert lecture on “Hardware Security and Cryptography for Secure VLSI
Systems” on 11th September 2026. The session was delivered by Mr. George
Jacob, Founder and CEO of Semicon Design Technologies.

The expert talk aimed to provide valuable insights into the importance of hardware
security in modern VLSI systems and the role of cryptography in ensuring secure
and reliable semiconductor designs. The session focused on real-world
applications, emerging security challenges, and industry expectations in the field
of secure VLSI systems.

Key Highlights of the Lecture:

Mr. George Jacob elaborated on several important aspects related to hardware
security and cryptography, emphasizing the following key areas:

1. Need for Hardware Security in VLSI Systems:
Discussion on the increasing security threats in semiconductor designs,
including hardware Trojans, side-channel attacks, reverse engineering,
and intellectual property (IP) piracy.

2. Role of Cryptography in VLSI:
Explained how cryptographic techniques are used to protect data, ensure
authentication, and provide secure communication in hardware-based
systems.

3. Security Challenges in Modern VLSI Design:
Highlighted the challenges arising from technology scaling, complex
System-on-Chip (SoC) architectures, semiconductor supply-chain risks,
and the growing demand for secure embedded systems.

4. Industry Applications and Case Studies:
Shared real-world examples and industry experiences demonstrating the
importance of hardware security in areas such as IoT, automotive
electronics, consumer devices, and critical infrastructure.




5. Career Opportunities in VLSI Security:
The session highlighted various career opportunities in the domain,
including:

e VLSI Security Engineer

e Hardware Design Engineer

e Cryptography Engineer

e SoC Verification Engineer

e Research and Development opportunities in Semiconductor
Security

The session was attended by 84 students of the VII semester students along
with 3 faculty members. Students actively participated in the discussion and
gained valuable knowledge about real-world cybersecurity challenges and
industry expectations.

The expert lecture provided significant insights into the current challenges,
practical solutions, industry applications, and career prospects in the field of
hardware security and cryptography. The session was highly informative and
beneficial for the students in understanding the growing importance of secure
VLSI systems in the rapidly evolving semiconductor industry.
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Feedback
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Form_Responses v

How wouldyou v Was the content of thelec v How clear and understand v Did the expert effectively ~  How likely are you to apply the knowledge ga v

Timestamp v Expert Lec v |

2 11/09/2026 12:48:21 5 Very Good Highly relevant Clear Strongly agree Very likely

3 11/09/2026 12:48:27 5 Excellent Highly relevant Very clear Strongly agree Very likely

4 11/09/2026 12:48:31 5 Excellent Highly relevant Very clear Strongly agree Very likely

5 11/09/2026 12:48:31 5 Very Good Somewhat relevant Clear Agree Likely

6 11/09/2026 12:48:36 3 Good Somewhat relevant Clear Agree Likely

7 11/09/2026 12:48:44 5 Excellent Highly relevant Very clear Strongly agree Very likely

8 11/09/2026 12:48:47 5 Very Good Highly relevant Clear Agree Likely

9 11/09/2026 12:48:48 4 Very Good Highly relevant Clear Agree Likely

10 11/09/2026 12:48:54 5 Excellent Highly relevant Very clear Strongly agree Very likely

1" 11/09/2026 12:48:58 5 Excellent Highly relevant Very clear Strongly agree Very likely

12 11/09/2026 12:48:59 5 Excellent Highly relevant Very clear Strongly agree Very likely

13 11/09/2026 12:49:03 5 Excellent Highly relevant Very clear Strongly agree Very likely

14 11/09/2026 12:49:03 4 Good Neutral Clear Agree Likely
15 11/09/2026 12:49:04 5 Very Good Highly relevant Very clear Agree Very likely
16 11/09/2026 12:49:07 5 Excellent Highly relevant Very clear Strongly agree Very likely
17 11/09/2026 12:49:08 5 Excellent Highly relevant Very clear Strongly agree Very likely
18 11/09/2026 12:49:10 5 Very Good Highly relevant Clear Agree Very likely
19 11/09/2026 12:49:11 3 Good Somewhat relevant Very clear Agree Likely
20 11/09/2026 12:49:13 5 Excellent Highly relevant Very clear Strongly agree Very likely
21 11/09/2026 12:49:14 4 Good Somewhat relevant Very clear Agree Very likely
22 11/09/2026 12:49:14 5 Excellent Highly relevant Very clear Strongly agree Very likely
23 11/09/2026 12:49:14 5 Excellent Highly relevant Very clear Strongly agree Very likely
24 11/09/2026 12:49:14 5 Excellent Highly relevant Very clear Agree Very likely
25 11/09/2026 12:49:17 S Very Good Somewhat relevant Clear Agree Likely
26 11/09/2026 12:49:21 4 Very Good Somewhat relevant Clear Agree Very likely
27 11/09/2026 12:49:24 5 Excellent Highly relevant Very clear Strongly agree Very likely
28 11/09/2026 12:49:25 5 Excellent Highly relevant Very clear Strongly agree Very likely

Form_Responses v

1 Timestamp v Egerilecurey How would you v  Was the content of thelec v How clear and understand v Did the expert effectively v How likely are you to apply the knowledge gai v
29 11/09/2026 12:49:26 5 Excellent Highly relevant Very clear Strongly agree Very likely
30 11/09/2026 12:49:28 5 Excellent Highly relevant Very clear Strongly agree Very likely
31 11/09/2026 12:49:30 4  Good Neutral Clear Agree Likely

32 11/09/2026 12:49:52 4 Very Good Highly relevant Very clear Agree Likely

33 11/09/2026 12:49:53 5 Excellent Highly relevant Very clear Strongly agree Very likely
34 11/09/2026 12:49:55 5 Excellent Highly relevant Very clear Strongly agree Very likely
35 11/09/2026 12:50:21 4 Good Highly relevant Very clear Strongly agree Likely

36 11/09/2026 12:50:29 4 Excellent Highly relevant Clear Strongly agree Very likely
37 11/09/2026 12:50:33 5 Excellent Highly relevant Very clear Strongly agree Very likely
3% 11/09/2026 12:50:45 5 Excellent Highly relevant Very clear Strongly agree Very likely
39 11/09/2026 12:50:50 5 Excellent Highly relevant Very clear Strongly disagree Very likely
40 11/09/2026 12:50:53 5 Very Good Somewhat relevant Clear Agree Likely

4 11/09/2026 12:51:06 3 Good Somewhat relevant Clear Agree Likely
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Timestamp @ | Byl | How would you v
11/09/2026 12:51:45 4 Very Good
11/09/2026 12:51:54 5 Excellent
11/09/2026 12:51:55 5 Excellent
11/09/2026 12:52:02 5 Very Good
11/09/2026 12:52:20 5 Excellent
11/09/2026 12:52:31 5 Excellent
11/09/2026 12:54:20 5 Very Good
11/09/2026 12:54:29 4 Good
11/09/2026 12:55:05 5  Very Good
11/09/2026 12:55:07 5 Very Good
11/09/2026 12:57:07 4  Good
11/09/2026 12:59:07 S Excellent
11/09/2026 13:00:59 5 Excellent

Timestamp Expert Lecture v low would you v
11/09/2026 13:02:31 4 Very Good
11/09/2026 13:02:41 4 Very Good
11/09/2026 13:03:37 5 Excellent
11/09/2026 13:03:47 5 Excellent
11/09/2026 13:04:13 5 Excellent
11/09/2026 13:04:14 5 Excellent
11/09/2026 13:06:13 5 Excellent
11/09/2026 13:07:38 4 Very Good
11/09/2026 13:09:48 4 Good
11/09/2026 13:10:10 5 Excellent
11/09/2026 13:15:03 4 Very Good
11/09/2026 13:15:21 5 Excellent
11/09/2026 13:15:55 5 Excellent

Timestamp v | Ewenlecure v | How would you v
11/09/2026 13:16:03 5 Very Good
11/09/2026 13:22:50 5 Excellent
11/09/2026 13:23:07 5 Excellent
11/09/2026 13:23:10 5 Very Good
11/09/2026 13:24:34 5 Excellent
11/09/2026 13:25:10 5 Excellent
11/09/2026 13:25:25 5 Very Good
11/09/2026 13:29:52 4 Good
11/09/2026 13:30:11 5 Excellent
11/09/2026 13:30:29 4 Good
11/09/2026 13:30:31 4 Very Good
11/09/2026 13:30:35 4 Very Good
11/09/2026 13:31:11 4 Good

Timestamp v | Egerlecure s How would you v
11/09/2026 13:32:46 5 Excellent
11/09/2026 13:36:46 5 Excellent
11/09/2026 13:38:01 5 Good
11/09/2026 13:40:31 5 Excellent
11/09/2026 13:41:59 5 Average

Was the content of the lec v
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Was the content of the lec v
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Highly relevant
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Highly relevant
Neutral
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Highly relevant

Highly relevant

Was the content of the lec v
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Highly relevant
Neutral

Highly relevant
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Neutral
Somewhat relevant

Somewhat relevant

Was the content of the lec v
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Highly relevant
Neutral

Highly relevant

Highly relevant

How clear and understand v

Clear
Very clear
Very clear
Clear
Very clear
Very clear
Clear
Clear
Clear
Clear
Clear
Very clear

Very clear

d understand v

Clear

Clear

Very clear

Very clear

Very clear

Very clear

Very clear

Very clear
Somewhat unclear
Clear

Very clear

Very clear

Very clear

How clear and understand v

Very clear
Very clear
Very clear
Clear
Very clear
Very clear
Very clear
Clear
Very clear
Clear
Very clear
Clear

Clear

How clear and understand v

Very clear
Very clear
Clear

Very clear

Clear

Did the expert effectively v

Agree
Strongly agree
Strongly agree
Agree
Strongly agree
Strongly agree
Agree
Agree
Agree
Strongly agree
Strongly agree
Strongly agree

Strongly agree

e expert effectively v

Agree
Agree
Strongly agree
Strongly agree
Strongly agree
Strongly agree
Strongly agree
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Agree
Agree
Agree
Strongly agree

Agree

Did the expert effectively v
Strongly agree
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Agree

Agree

Agree

Agree

Did the expert effectively v

Strongly agree
Strongly agree
Agree

Strongly agree

Agree

How likely are you to apply the knowledge gai v

Likely
Very likely
Very likely
Likely
Very likely
Very likely
Likely
Likely
Likely
Likely
Likely
Very likely

Very likely

How likely are you to apply the knowledge gai v

Likely
Likely
Very likely
Very likely
Very likely
Very likely
Very likely
Very likely
Likely
Very likely
Likely
Very likely

Very likely

How likely are you to apply the knowledge gai v
Likely
Very likely
Very likely
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Very likely
Very likely
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Likely
Very likely
Likely
Likely
Likely

Likely

How likely are you to apply the knowledge gai v

Very likely
Very likely
Unlikely

Very likely

Likely



Expert Lecture Ratings Out of 5

84 responses

60
60 (71.4%)
40
20 21 (25%)
0 (0%) 0 (0%)
. | |
1 2 3 4 5

How would you rate the overall quality of the expert lecture session?

84 responses

@ Excellent
@ Very Good
@ Good

@ Average

Was the content of the lecture relevant to your interests or field of study?

84 responses

@ Highly relevant

® Somewhat relevant
@ Neutral

@ Not relevant




How clear and understandable was the expert's presentation?

84 responses

® Very clear

® Clear

@ Somewhat unclear
@ Notclear at all

Did the expert effectively engage the audience during the session?
84 responses

@ Strongly agree
® Agree

@ Disagree

@ Strongly disagree
® No

How likely are you to apply the knowledge gained from this lecture in your work or studies?

84 responses

@ Very likely
36.9% ® Likely

@ Unlikely

@ Very unlikely

61.9%
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